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KMLON,PQPSRTLQPSRTU!V*WYXZPSL�[J\SRTUJ]_^
XZ`�N,`baTRcXZ`dPQebRgfh`iPSRj\Q`bRjPlk"m�n�ope�N_L�V�RTRj`qNr\SRj^ON,\QstN,VJuZWvLQwbaTaTRTLSLyxzwJu{UJR5|
LQXZ}t`=~�f�P�[J\S]��*X�UJRTL�N_UJRT�iw�N,PSR�[�Rj\yx�]_\Q^ON,`baTR�PS]g�{X�UJRjuZWGU>X��	Rj\SRj`iP�N,[J[JuZX�alN,PQX�]_`bL0XZ`�}t\SRlN,PQuZWr�tN,\QX�RTUG`bRjPh��]_\Qs
Rj`i�2XZ\S]_`J^�Rj`iPSL�~0�M]l��Rj��Rj\lk	PQeJX�L�e�N_L�]_`JuZW�V�RTRj`�[�]tLSLSXZVJu�R�PQeJ\S]_wJ}te�aT]_`*PQXZ`iwb]_wbL�LSPQwbU>W�k�XZ^
[J\S]l��Rj^�Rj`iPSL�N,`bU
^�]2U>X���alN,PQX�]_`bLlk�^ON,s*XZ`J}rm�n�o�]_`bR�],x{PQebRO^�]tLQP0N_ajPQXZ��R�`bRjPh��]_\Qs2XZ`J}�\SRTL�RlN,\SaSevN,\SRlN_Ll~�fh`�PQeJX�L0UJ]*ajwJ^�Rj`*Plk
��R�UJRTLSaj\QXZV�R�PQebR0�tN,\QX�]_wbL�^�RTa�e�N,`JX�LQ^�LMxz]_\�\SRjuZX�N,VJu�R�UbN,P�NOUJRjuZXZ��Rj\QW�N,`bUraT]_`J}�RTLQPQX�]_`�aT]_`iPQ\S]_u�XZ^
[Ju�Rj^�Rj`iPSRTU
XZ`cm�n�o�k�U>X�LSajwbLSL�PQebRjXZ\�Rj��]_uZwJPQX�]_`=k�N,`bUg[J\SRTL�Rj`iP�N�LQwJ\Q��RjWg],x�PQebR�^ON,XZ`�m�n�o�|�\SRju�N,PSRTU�\SRTLSRlN,\SaSerN,\SRlN_Ll~
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m"ebR�fh`iPSRj\Q`bRjPl¥¦LO§hm�n�o�¨,f©o�ªc[J\S]_PS]2aT]_u�N,\Sa�eJXZPSRTajPQwJ\SRrX�LOLQeb]��{`«XZ`q¬�XZ}b~®­t~�m"ebRr¯±°�²�³5´±°�³j²�µ"´y¶t²�¶�·S¶_¸�¹zf©o�º
[J\S]l�2X�UJRTL�PQebR�V�N_LQX�aOVJwJXZu�U>XZ`J}�VJu�]2aSs�k%NgwJ`JX���RTU [�N_aSs�RjP
LQ�{XZPSa�ebRTU LSRj\Q�2X�aTR��{eJX�a�eYaT]_`J`bRTajPSL�U>X��	Rj\SRj`iP�`bRjPy|
��]_\Qs>Ll~%fhP�UJR5�b`bRTL�N0wJ`JX�x�]_\Q^»N_UJU>\SRTLSLQXZ`J}
LSaSebRj^�R�N,`bU¼aT]_^
^�]_`g[�N_aSs�RjP"x�]_\Q^ON,P$¹zalN,uZu�RTUG½�¾t²�¾l¿_´Q¾_ÀÁº��{eJX�a�e
N,uZu�]l��XZ`*PSRj\y|�`bRjP���]_\Qs!aT]_^
^0wJ`JX�alN,PQX�]_`=~ ÂMX��	Rj\SRj`iP
`bRjPh��]_\Qs>LON,\SR¼aT]_`J`bRTajPSRTU!ViW�[�N_a�s�RjP�LQ�{XZPSaSebRTL�k.alN,uZu�RTU
¯±°�²�³5´5°�³j².¿i¾t²�³5Ã@¾_Ä,Å�]_\�´Q¶_Æ2²�³j´�Åjk��{eJX�aSe�[�Rj\yx�]_\Q^ÇP���]Á^ON,XZ`�x:wJ`bajPQX�]_`bL$N,PMPQebR0V�]_wJ`bUbN,\QW�],x.PQebR0`bRjP���]_\Qs2L�~
m"ebRM�b\SLQP�xzwJ`bajPQX�]_`gXZ`i��]_uZ��RTL{PQ\�N,`bLQu�N,PQXZ`J}�UbN,P�N,}t\�N,^�L{PS]�xz]_\Q^�L"PQe�N,P�N,\SR�wJ`bUJRj\SLQP�N,`bUbN,VJu�R$XZ`ÁPQebR�`bR5È>P"eb]_[
`bRjP���]_\Qsr]_`rPQebRjXZ\M[�N,PQe=k�xz]_\�R5ÈJN,^
[Ju�Rtk�Rj`balN,[bLQwJu�N,PQXZ`J}cUbN,P�N,}t\�N,^�L�XZ`rPQebR0`bRjP���]_\Qs�¥¦L�[�N_a�s�RjP�x�]_\Q^ON,Plk	N,`bU
PQebR�x:\�N,}t^�Rj`*P�N,PQX�]_`c],x=u�N,\Q}�RMUbN,P�N,}t\�N,^�L�k*X�x=`bRTaTRTL�L�N,\QW�~%fho!LQ[�RTajX���RTL�PQebR�[J\S]2aTRTU>wJ\SR�wbLSRTUOV*W�\S]_wJPSRj\SL��{ebRj`
xz\�N,}t^�Rj`iPQXZ`J}Á[�N_aSs�RjPSLlk�N,`bUgPQebR$f©odebRlN_UJRj\�aT]_`*P�N,XZ`bL�PQebR0N,[J[J\S]_[J\QX�N,PSR���Rju�UJL�PQe�N,P�N,uZu�]l��eb]tLQPSL{PS]
X�UJRj`*PQX�x:W
xz\�N,}t^�Rj`iPSL�N,`bUY\SRlN_LSLSRj^0VJu�R�PQebRj^ÉaT]_\Q\SRTajPQuZW�Ê7~�m"ebR¼LSRTaT]_`bU�xzwJ`bajPQX�]_`YX�L�PQebR�\S]_wJPQXZ`J}G],x�[�N_aSs�RjPSL�PS]�PQebR
N,[J[J\S]_[J\QX�N,PSR�`bR5È>P�eb]_[Á`bRjP���]_\Qs�kb]_\�PS]0PQebR�UJRTLQPQXZ`�N,PQX�]_`¼eb]tLQP�X�xËPQebR�\S]_wJPSRj\�N,`bU�PQebRMUJRTLQPQXZ`�N,PQX�]_`¼\SRTLQX�UJR�]_`
PQebR$L�N,^�R�`bRjPh��]_\Qs�~
m"ebR�fh`iPSRj\Q`bRjP¼X�LgN�u�N,\Q}�Rr^�RTLQe(],x�`bRjP���]_\Qs2L¼�{eJX�a�e�XZ^
[Ju�Rj^�Rj`iPgPQebRrf�`*PSRj\Q`bRjPco%\S]_PS]2aT]_u
¹zf©o�º5~�m"ebR

fh`iPSRj\Q`bRjP@[�N_a�s�RjP�\S]_wJPQXZ`J}0XZ`>x:\�N_LSPQ\QwbajPQwJ\SR�aT]_`bLQX�LSPSL@],x=LQ�{XZPSaSebRTL�¹:\S]_wJPSRj\SL±º%XZ`iPSRj\SaT]_`J`bRTajPSRTUÁViW0§�uZXZ`Js>Lyª�ki�{eJX�a�e
aT]_wJu�U!V�R¼N_L
U>XZ��Rj\SL�RcN_L�u�]*alN,u�N,\SRlNr`bRjPh��]_\Qs>Llk@u�]_`J}GU>X�LQP�N,`baTRg�bV�Rj\
]_[JPQX�agalN,VJu�RTLlk�]_[JPQX�alN,u�`bRjP���]_\Qs2Llk�]_\
�{XZ\SRju�RTLSL.N,`bU�L�N,PSRjuZuZXZPSR"aT]_`J`bRTajPQX�]_`bLl~�ÌÍebRj`�\S]_wJPSRj\SL�\SRTaTRjXZ��R"f©o�UbN,P�N,}t\�N,^�LlktPQebRjW0R5ÈbN,^
XZ`bR�PQebR"UJRTLQPQXZ`�N,PQX�]_`
��Rju�UGXZ`�PQebROUbN,P�N,}t\�N,^�Ll¥Ëf©o�ebRlN_UJRj\lk�N,`bU�LSRj`bU�PQebRj^ÎPS]g�{e�N,P$X�LlkËPS]gPQebR
V�RTLQP�],x"PQebRjXZ\�s2`b]l�{u�RTU>}�RtkÏPQebR
`bR5È>P.eb]_[OPS]���N,\SUÁPQebR�UJRTLQPQXZ`�N,PQX�]_`=~%m"eJ\S]_wJ}te¼LQwba�eOeb]_[>|�ViW*|�eb]_[�xz]_\Q�"N,\SU>XZ`J}bk2UbN,P�N,}t\�N,^�L�LSRj`*P@ViWON$LS]_wJ\SaTR
N,\SR�UJRjuZXZ��Rj\SRTU PS]gPQebR�UJRTLQPQXZ`�N,PQX�]_`=~¼m"ebR�ÐMLSRj\�Â�N,P�N,}t\�N,^�o%\S]_PS]*aT]_u�¹zÐ�Â�o�º�[J\S]l�2X�UJRTL�N,[J[JuZX�alN,PQX�]_`bL0�{XZPQe
U>XZ\SRTajP�N_aTaTRTLSL�PS]�fho�¥¦L{[�N_aSs�RjPMUJRjuZXZ��Rj\QW¼L�Rj\Q�*X�aTRt~
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UDP TCP

Multiplexing
Datagram service

Routing, fragmentation/reassembly

IP

MAC and Physical Layers

FTP Email HTTP Telnet

Application Layer

VideoVoice

Multiplexing, end−to−end flow  control
Congestion  control

Reliable in−order byte stream delivery, 

¬�XZ}twJ\SR�­tô@m�n�o�¨,fho«[J\S]_PS]*aT]_u�N,\SaSeJXZPSRTajPQwJ\SRt~

m"ebRÁ[�N_aSs�RjP
UJRjuZXZ��Rj\QW [J\S]*aTRTLSL0XZ`YPQebRÁfh`iPSRj\Q`bRjP�^ONlWGx�N,XZu�x�]_\0^ON,`*W�\SRlN_LS]_`bLl~r¬b]_\
R5ÈbN,^
[Ju�Rtk�\S]_wJPSRj\SL
^ONTWre�NT��R�XZ`baT]_\Q\SRTajP0]_\$]_VbLS]_u�RjPSR�\S]_wJPQXZ`J}cXZ`>x�]_\Q^ON,PQX�]_`=~�o�N_aSs�RjPSL0^ONTWrV�R
U>\S]_[J[�RTU�XZ`�PQebR�`bRjPh��]_\QsGU>wbR
PS]�aT]_`J}�RTLSPQX�]_`q]_\OPS]�VJXZP�Rj\Q\S]_\SLÁalN,wbLSRTUvViWv`b]_X�L�RgXZ`«PQebR�PQ\�N,`bLQ^
X�LSLQX�]_`q^�RTU>XZwJ^ck{]_\�U>X�LSalN,\SUJRTUÍN,P�PQebR
UJRTLQPQXZ`�N,PQX�]_`!eb]tLQPSL�U>wbR�PS]�u�N_a�s�],x�VJw>�	Rj\�LS[�N_aTRt~r¬bwJ\QPQebRj\Q^�]_\SRtk.XZ`!]_\SUJRj\�PS]�XZ^
[J\S]l��R¼PQebRÁR5õOajX�Rj`bajW ],x
PQebR�f�`*PSRj\Q`bRjP�N,`bUÁXZPSL{LQwJ\Q�*XZ�tN,VJXZuZXZP�W�k>[�N_a�s�RjPSL{V�Rju�]_`J}tXZ`J}�PS]�]_`bR�aT]_`i��Rj\SL±N,PQX�]_`c^ONTW�V�RM\S]_wJPSRTUg]_`gU>X���Rj\SRj`*P
[�N,PQebL.XZ`
PQebR�`bRjP���]_\Qs�~.m"eJX�L%u�RlN_UJL@PS]�PQebR{[�]tLSLQXZVJXZuZXZP�W
],x	]_wJPy|�],xE|�]_\SUJRj\"N,\Q\QXZ�_N,u�N,P@PQebR�UJRTLQPQXZ`�N,PQX�]_`=~%¬�XZ`�N,uZuZW�k
U>wJ[JuZX�alN,PSR�[�N_aSs�RjPSL0^ONTW�N,[J[�RlN,\0U>wbR�PS]cVJwJ}�L�XZ`�\S]_wJPSRj\�LS],xzP���N,\SRÁ]_\$\SRjPQ\�N,`bLQ^
X�L�LQX�]_`�xz\S]_^öPQebR�LS]_wJ\SaTRTLl~
m"eiwbL�kJPQebR�[�N_aSs�RjPMUJRjuZXZ��Rj\QWgLSRj\Q�*X�aTR�XZ`gPQebR�f�`*PSRj\Q`bRjP�UJ]2RTL{`b]_P{}tXZ��R�N,`iW¼}tw�N,\�N,`*PSRTRTL�PS]�PQebR$L�Rj`bUJRj\l~
÷ ]tLQP�N,[J[JuZX�alN,PQX�]_`bLlk"eb]���Rj��Rj\lk�\SRT�iwJXZ\SRg\SRjuZX�N,VJu�Rtk�XZ`>|�]_\SUJRj\�UJRjuZXZ��Rj\QWd],x�^�RTLSL�N,}�RTLOV�RjPh��RTRj`ÍP���] Rj`bU2|

[�]_XZ`iPSLl~ m"ebRjW!N,u�LS]r\SRT�*wJXZ\SR�ø�]l�ùaT]_`*PQ\S]_u{XZ`d]_\SUJRj\
PS]�[�N_aTR¼PQebRÁPQ\�N,`bLyx�Rj\�\�N,PSR¼�{ebRj`vPQebRÁ\SRTaTRjXZ��Rj\l¥¦L�\SR5|
LS]_wJ\SaTRTLlk>LQwba�ecN_L�[J\S]2aTRTLSLQXZ`J}�[�]l��Rj\�]_\�VJw>�	Rj\"LS[�N_aTRtk>N,\SRM`b]_P"LQw>õOajX�Rj`iP{PS]0e�N,`bU>u�R�PQebR�PQ\�N7õOa�XZ`_úyRTajPSRTUÁViW
PQebR�LSRj`bUJRj\Sût~�Kü[�]tLSLQXZVJu�R�N,[J[J\S]�N_aSe�PS]gxz]_uZu�]��ü��]_wJu�U�V�R�x�]_\�RlN_a�eYN,[J[JuZX�alN,PQX�]_`�PS]cXZ^
[Ju�Rj^�Rj`iP�PQebR�Rj\Q\S]_\
UJRjPSRTajPQX�]_`vN,`bU�\SRTaT]l��Rj\QWG^�RTa�e�N,`JX�LQ^�L�\SRT�iwJXZ\SRTU�xz]_\�XZPSL�]_[�Rj\�N,PQX�]_`=~g��]���Rj��Rj\lk�}tXZ��Rj`�PQe�N,P0PQebRTLSR
^�RTa�e�N7|
`JX�LQ^�L�N,\SR$`bRTRTUJRTU�ViWg^ON,`*W�N,[J[JuZX�alN,PQX�]_`bLlk�PQebR�N_U>�tN,`iP�N,}�RTL�],x@N�aT]_^
^�]_`r[J\S]_PS]*aT]_u��{eJX�aSer[J\S]l�2X�UJRTLMPQeJX�L
xzwJ`bajPQX�]_`�N,uZXZP�WdN,\SR¼XZ^
^�RTU>X�N,PSRjuZW!N,[J[�N,\SRj`*Pl~vý�]_P
]_`JuZW ��]_wJu�UvPQebRgNT�tN,XZu�N,VJXZuZXZP�Wd],x�LQwbaSedNr[J\S]_PS]2aT]_u�RlN_LSR
PQebR�UJRTLQXZ}t`�N,`bU¼XZ^
[Ju�Rj^�Rj`*P�N,PQX�]_`�],x�N,[J[JuZX�alN,PQX�]_`bL�kJVJwJP{XZP�N,u�LS]
N,uZu�]l��L�PQebRMR5õOajX�Rj`*P�^0wJuZPQXZ[Ju�R5È2XZ`J}O],x�UbN,P�N7|
}t\�N,^�L�\SRTaTRjXZ��RTUÁN,P"N�eb]tLQP�PS]$PQebR�N,[J[J\S]_[J\QX�N,PSR�Rj`bU2|�[J\S]2aTRTLSLSRTLl~%fh`�PQebR�ajwJ\Q\SRj`iP{f�`*PSRj\Q`bRjP"N,\Sa�eJXZPSRTajPQwJ\SRtk>PQeJX�L
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TCP TCP
Internet

Host
Source

Host
Destination

FTP HTTP Telnet FTP HTTP Telnet

¬�XZ}twJ\SR � ôvm�n�o�X�L�N,`�Rj`bU2|�PS],|�Rj`bU�[J\S]_PS]2aT]_u$�{eJX�a�e�[J\S]l�2X�UJRTLg\SRjuZX�N,VJu�R�UbN,P�NvUJRjuZXZ��Rj\QW(LSRj\Q�2X�aTR�PS]!wbLSRj\
N,[J[JuZX�alN,PQX�]_`bLl~

[J\S]2aTRTLSLy|�PS],|�[J\S]2aTRTLSL�aT]_^
^�wJ`JX�alN,PQX�]_`�\S]_u�R�X�L{[Ju�NlW�RTUcV*W¼m�n�o�k�N_L�UJRj[JX�ajPSRTU�XZ`c¬�XZ}b~ � ~
m�n�o e�N_L�Ph��] XZ^
[�]_\QP�N,`*POxzwJ`bajPQX�]_`bLl~(m"ebRg�b\SLSPOX�L�PS]�[J\S]l�2X�UJRc\SRjuZX�N,VJu�RrUbN,P�NGPQ\�N,`bLyx�Rj\OPS]YN,[J[JuZX�alN7|

PQX�]_`bLl~%m"ebR�LSRTaT]_`bUOX�L�PS]0[�Rj\yx�]_\Q^ aT]_`J}�RTLQPQX�]_`gNT��]_X�UbN,`baTR�^�RlN_LSwJ\SRTL@PS]0[J\S]_PSRTajP�PQebR�`bRjP���]_\Qs�xz\S]_^ a�eJ\S]_`JX�a
aT]_`J}�RTLQPQX�]_`=~@Ì�R�U>X�LSajwbLSL�RlN_a�e�],xÏPQebR$P���]OXZ`gPQwJ\Q`cV�Rju�]l�$~
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XZP0PQXZ^�Rj\
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XZ`J}
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��]_\Qs�kt�{ebRj\SRjV*W�\S]_wJPSRj\SL�^ON,\Qs�\�N,PQebRj\�PQe�N,`
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^�]2U>X���alN,PQX�]_`bL�XZ`cPQebR�V�Rje�NT�2X�]_\�],xqk�Rj`b]Jkb�{eJX�a�e
��Rj\SR$XZ^
[Ju�Rj^�Rj`iPSRTU�XZ`cPQebR�ý�Rj��k�Rj`b]
��Rj\SLQX�]_`�],x%m�n�o«aT]_`J}�RTLSPQX�]_`�aT]_`iPQ\S]_u�~
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XZ`ZU2RTajPQX�]_`r­t­t~Z­tkiN�[J\S]2aTRTLSL%alN,`
N_LQs�xz]_\�NgLQ[�RTajX���a
u�]*alN,u@[�]_\QP�`*wJ^�V�Rj\l~|Ì@LQP�N,VJuZX�LQeJXZ`J}�aT]_`J`bRTajPQX�]_`bL0PS]g[J\S]2aTRTLSLSRTL�wbLSXZ`J}c`b]_`>|���RjuZu�s*`b]��{`
[�]_\QP�`iwJ^�V�Rj\SL$\SRT�*wJXZ\SRTL�eJXZ}tebRj\$u�Rj��Rju%[J\S]2aTRTU>wJ\SRTL�x�]_\�aT]_^
^�wJ`JX�alN,PQXZ`J}rPQebR�[�]_\QP�`*wJ^�V�Rj\l~�¬b]_\$R5ÈbN,^
[Ju�Rtk
¬�m{o!ajuZX�Rj`iPSL"LQ[�RTajX�x:W
PQebR�u�]*alN,u�[�]_\QP�`iwJ^0V�Rj\"PS]0�{eJX�aSe¼PQebR�L�Rj\Q��Rj\�LQeb]_wJu�UÁRTLQP�N,VJuZX�LQegN$UbN,P�N�aT]_`J`bRTajPQX�]_`¼XZ`
N
o : k�m�aT]_^
^ON,`bU	~ ÷ wJuZPQXZ^�RTU>X�NON,[J[JuZX�alN,PQX�]_`bL�wbLSR�PQebRÃU2RTLSLQX�]_`�f�`JXZPQX�N,PQX�]_`�o.\S]_PS]*aT]_u"¹-U2fho�º"PS]
R5È>a�e�N,`J}�R
[�]_\QP{`iwJ^�V�Rj\�XZ`>x�]_\Q^ON,PQX�]_`cx�]_\�N�LSRTLSLSX�]_`3¥�z4y!¦�~
K aT]_`J`bRTajPQX�]_`!alN,`�V�R�aju�]tLSRTU�V*WG]_`bROLQX�UJR
XZ`Y]_`bROU>XZ\SRTajPQX�]_`=k�VJwJP0LSPQXZuZu.V�R�wbLSRTU�PS]gPQ\�N,`bLQxzRj\�UbN,P�NgXZ`

PQebR
]_PQebRj\�U>XZ\SRTajPQX�]_`=~���]���Rj��Rj\lk=PQeJX�L�[J\S]_[�Rj\QP�WrX�L�`b]_P�\SRT�iwJXZ\SRTU�N,`bUGL�]_^�R0XZ^
[Ju�Rj^�Rj`*P�N,PQX�]_`bL0UJ]_`=¥ P�e�Nl��R
PQeJX�L�N,VJXZuZXZP�W�~�m"ebRÁaT]_`J`bRTajPQX�]_`«X�L�aju�]tL�RTU �{ebRj`v]_`bR¼LQX�UJRÁ[�Rj\yxz]_\Q^�L
N,`dN,V�]_\QP
]_\�N7xzPSRj\�V�]_PQe!LQX�UJRTL
aju�]tLSR
PQebRÁaT]_`J`bRTajPQX�]_`=~GK�LSRj}t^�Rj`iP��{XZPQe©k�U2mpø�N,}rX�L�LSRj`*P0�{ebRj`dN�aT]_`J`bRTajPQX�]_`YX�L
N,V�]_\QPSRTU�PS]�XZ`bU>X�alN,PSRÁPQe�N,P
UbN,P�N�^
XZ}teiP�e�Nl��R0V�RTRj`�u�]tLQPl~�m"ebR�LQP�N,PSR0xz]_\�NOaju�]tL�RTUraT]_`J`bRTajPQX�]_`Ge�N_L�PS]�V�R�\SRj^�Rj^0V�Rj\SRTU�x�]_\�N�§�uZXZ`J}�Rj\yª
PQXZ^�R�¹zalN,uZu�RTU�m{f ÷ Ì�Â{Ì�K�f©m�LQP�N,PSR�º5k��{eJX�aSerX�L � fh`iPSRj\Q`bRjP ÷ N7È2XZ^0wJ^¶U2Rj}t^�Rj`iPKP	X�x�RjPQXZ^�RTL�¹ ÷ UÁPÏº5k�]_\ � N T
LSRTaT]_`bUJLl~0ÂMwJ\QXZ`J}gPQeJX�L�[�Rj\QX�]2U	k�PQebRc¹:\SRj^�]_PSR
LS]2aSs�RjPlk	u�]2alN,u%LS]2aSs�RjP±º�[�N,XZ\�X�L�aT]_`bLQX�UJRj\SRTU�VJwbLQW�N,`bUGalN,`J`b]_P
V�R�wbLSRTU	~

ºf��X '���"%����df�8�£+�[f\u,�[]d�13r]½�*e+���,�$4��ØH*�+etu+e[f,�$`+-��[
fh`�PQeJX�L�LSRTajPQX�]_`r��R�UJRTLSaj\QXZV�R$PQebR0^�RTaSe�N,`JX�LQ^�L��{eJX�a�eGN,uZu�]�� UbN,P�NOPS]OV�R0\SR5|�]_\SUJRj\SRTUGN,P�PQebR0\SRTaTRjXZ��Rj\lk	N,`bU
U>wJ[JuZX�alN,PSR�UbN,P�N
PS]�V�R�RjuZXZ^
XZ`�N,PSRTU	~

Ì��	RTajPQXZ��RjuZW
m�n�oG[J\S]l�2X�UJRTL�N��2XZ\QPQw�N,ub[JXZ[�R"N,P@N�]_`bR"V*W*PSR"}t\�N,`*wJu�N,\QXZP�W�~.m�n�oYN_aSeJX�Rj��RTL@\SRjuZX�N,VJu�R{XZ`>|�]_\SUJRj\
UJRjuZXZ��Rj\QW�],x�PQebR�ViW2PSRTL�PQeJ\S]_wJ}te�PQebR�wbL�R�],x�[�Rj\y|�V*W*PSROLSRT�iwbRj`baTR�`*wJ^�V�Rj\SLlkÏN¼LQuZX�U>XZ`J}g�{XZ`bUJ]��p^�RTaSe�N,`JX�LS^
PS]�UJRjPSRTajP¼U>wJ[JuZX�alN,PSRTLgN,`bUÍN�aSebRTa�s2LQwJ^ ��Rju�UqPS]�UJRjPSRTajPÁVJXZP�Rj\Q\S]_\SLl~�Ì�R�}�]�XZ`*PS]�^�]_\SRrUJRjP�N,XZu�LOXZ`qPQebR
[�N,\�N,}t\�N,[JebL�V�Rju�]��$~
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rcv.nxt

rcv window

allowed sequence numbers not allowedreceived & ACKed

snd.una snd.nxt

snd window

sent and ACKed send asap send not allowedsent but not ACKed yet

¬�XZ}twJ\SRcy>ô.m�n�o«�{XZ`bUJ]l��Ll~
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n�]_`baTRj[JPQw�N,uZuZW�kËm�n�o�N_LSLQXZ}t`bL�NÁLSRT�iwbRj`baTR�`*wJ^�V�Rj\�PS]ÁRlN_a�e�UbN,P�NÁViW2PSR�V�N_LSRTU�]_`rXZPSL�[�]tLQXZPQX�]_`��{XZPQeJXZ`�PQebR
UbN,P�NcLSPQ\SRlN,^c~gm"ebROLSRT�*wbRj`baTR�`*wJ^�V�Rj\�],x�N�LSRj}t^�Rj`iP0X�L�PQebR�LSRT�iwbRj`baTRO`iwJ^0V�Rj\�],x{PQebR
�b\SLQP0ViW2PSRO],x{PQebR
LSRj}t^�Rj`*Pl~@m"ebR�UJRTLQPQXZ`�N,PQX�]_`�alN,`cUJRjPSRTajP�PQ\�N,`bLQ^
X�LSLQX�]_`cRj\Q\S]_\SL�ViW¼aT]_^
[JwJPQXZ`J}�N�aSebRTa�s2LQwJ^ ]_`gPQebR�\SRTaTRjXZ��RTU
LSRj}t^�Rj`*P
N,`bUYaT]_^
[�N,\QXZ`J}GXZP�PS]�PQebRÁaSebRTa�s2LQwJ^É�tN,uZwbROXZ`!PQebRÁm�n�o ebRlN_UJRj\l~Gf�x{PQebR¼aSebRTa�s2LQwJ^�x�N,XZu�Llk�PQebR
LSRj}t^�Rj`*P�X�L
U>X�LSalN,\SUJRTU	~ : PQebRj\Q�{X�LSRtk�PQebR¼\SRTaTRjXZ��RTUdLSRT�*wbRj`baTR¼`iwJ^�V�Rj\SL�N,\SRga�ebRTaSs�RTU«N,}iN,XZ`bLSPONv¹zLQuZX�U>XZ`J}*º
�{XZ`bUJ]l� ],x%N_aTaTRj[JP�N,VJu�R�`iwJ^0V�Rj\SLlk�N_L"x�]_uZu�]l��Ll~
m�n�oÍwbLSRTL�PQebR�LQuZX�U>XZ`J}��{XZ`bUJ]l� PS]OUJRjPSRTajP�U>wJ[JuZX�alN,PSRTL
Ô�kb�{eJXZu�R�N,uZu�]l�{XZ`J}¼Rj`b]_wJ}terL�Rj}t^�Rj`iPSL�PS]�V�R$]_wJPy|

LQP�N,`bU>XZ`J}0XZ`�PQebR{`bRjP���]_\Qs�PS]M§��buZu�PQebR{[JXZ[�R5ª�~�m"ebR��{XZ`bUJ]l�ÍX�L.LQeb]l�{`�XZ`O¬�XZ}b~qy>~�m"ebR�u�R5x:P�RTU>}�R�aT]_\Q\SRTLQ[�]_`bUJL
PS]�PQebR�`bR5È2P.R5È>[�RTajPSRTU�ViW2PSR$¹zUJRj`b]_PSRTU
ViW�´y·ÞE�ÕZ°£L�²Qº5ki�{eJXZu�R"PQebR"\QXZ}teiP@RTU>}�R{aT]_\Q\SRTLS[�]_`bUJL%PS]MPQebR"\SRj^ON,XZ`bUJRj\@],x
PQebR"\SRTaTRjXZ��R"VJw>�	Rj\l~�KqUbN,P�N�ViW2PSR"�{eb]tLSR{LSRT�*wbRj`baTR"`iwJ^�V�Rj\.UJ]2RTL�`b]_P�x�N,uZu>�{XZPQeJXZ`
PQebR"�{XZ`bUJ]l�«X�L%U>X�LSalN,\SUJRTU	~
��W*PSRTL@XZ`�N�LSRj}t^�Rj`*P@PQe�N,P@x�N,uZub�{XZPQeJXZ`�PQebR��{XZ`bUJ]��«VJwJP�UJ]$`b]_P�aT]_XZ`bajX�UJR��{XZPQe�PQebR{u�R5xzP@RTU>}�R�],x	PQebR{�{XZ`bUJ]��
N,\SR�VJw>��Rj\SRTU	~.m"eJX�L{N,uZu�]���L"PQebR�[J\S]_[�Rj\"\SRT]_\SUJRj\QXZ`J}�],xË]_wJPy|�],xE|�]_\SUJRj\�UbN,P�N>~%K�uZPQeb]_wJ}te¼PQebR�VJw>�	Rj\QXZ`J}
],xË]_wJPy|
],x:|�]_\SUJRj\MUbN,P�NOX�L�`b]_PM\SRT�*wJXZ\SRTU	k�XZPMX�LMaj\QwbajX�N,uÏx�]_\MNO}�]2]*U�[�Rj\yx�]_\Q^ON,`baTRt~�Â�N,P�NO\SRTaTRjXZ��RTU�XZ`>|�]_\SUJRj\$N_U>�tN,`baTR
PQebR0u�R5x:P�RTU>}�R0],x.PQebR0�{XZ`bUJ]l�$~�ÂMwJ[JuZX�alN,PSR�UbN,P�N�XZ`�m�n�o(^ONTW�\SRTLQwJuZP�xz\S]_^Ç[�N_aSs�RjP�U>wJ[JuZX�alN,PQX�]_`GViW¼x�N,wJuZP�W
UJRj�2X�aTRTLlk>xz\S]_^»PQebR��b`JXZPSRj`bRTLSL�],x�PQebR�LSRT�iwbRj`baTR�LQ[�N_aTRO¹:�{\�N,[>|hN,\S]_wJ`bU�º5k�x:\S]_^»PQebR$[J\SRTLSRj`baTR�],x%LSRj}t^�Rj`iPSL�XZ`
PQebR�`bRjP���]_\QsÁLSRj`iP�ViW�RlN,\QuZX�Rj\�XZ`balN,\Q`�N,PQX�]_`bL{],xËPQebR�aT]_`J`bRTajPQX�]_`=kJ]_\@xz\S]_^ \SRjPQ\�N,`bLQ^
X�LSLQX�]_`bL�xz\S]_^üPQebRMLS]_wJ\SaTRt~
fh` ]_\SUJRj\�PS]�uZXZ^
XZP�PQebR�[�]tLSLSXZVJXZuZXZP�W�],x�U>wJ[JuZX�alN,PSRTL�xz\S]_^ö[J\SRj�2X�]_wbL0XZ`bLSP�N,`baTRTL�],x�PQebRÁL�N,^�R�aT]_`J`bRTajPQX�]_`

V�RjXZ`J}�Rj\Q\S]_`bRT]_wbLSuZWgN_aTaTRj[JPSRTU	k>PQebR�`*wJ^�V�Rj\QXZ`J}O],x�UbN,P�N�V*W*PSRTL��{ebRj`�N0aT]_`J`bRTajPQX�]_`�X�L"XZ`JXZPQX�N,PSRTUgLQP�N,\QPSL"�{XZPQe
N�§�\�N,`bUJ]_^�ª�`*wJ^�V�Rj\l~|k�¬Ïn­l&{ I LQ[�RTajX���RTL$PQe�N,P�PQebR
XZ`JXZPQX�N,u�LSRT�*wbRj`baTR�`*wJ^�V�Rj\�V�R
P�N,s�Rj`Gxz\S]_^ NgaT]_wJ`*PSRj\
XZ`baj\SRj^�Rj`iPSRTU(Rj��Rj\QW N ^
X�aj\S]tLSRTaT]_`bUqViWvPQebR�^ON_aSeJXZ`bRt¥¦LÁXZ`iPSRj\Q`�N,u�aju�]2aSs�~�f�`q[J\�N_ajPQX�aTRtk{eb]l��Rj��Rj\lk�PQeJX�L�X�L
wbLQw�N,uZuZWÍ�*X�]_u�N,PSRTU	~ ¬b]_\�R5ÈbN,^
[Ju�Rtk���U2Â�|�UJRj\QXZ��RTU�XZ^
[Ju�Rj^�Rj`iP�N,PQX�]_`bLrXZ`baj\SRj^�Rj`iPrPQebRGaT]_wJ`iPSRj\�ViW×y N k�T4T4T
Rj��Rj\QWjR4T4T,^�LSRTa�N,`bU�N7x:PSRj\$aj\SRlN,PQXZ`J}rNÁ`bRj�pm�n�o�aT]_`J`bRTajPQX�]_`�¥Z­#l&R_¦�~�ÌÍebRj`�N�LSW2LQPSRj^ aj\�N_LQebRTL0N,`bU�u�]tLSRTL
XZ`>x�]_\Q^ON,PQX�]_`vN,V�]_wJP�PQebR�LSRT�*wbRj`baTRÁ`iwJ^0V�Rj\SL�wbLSRTU�xz]_\�[J\SRj�2X�]_wbL�aT]_`J`bRTajPQX�]_`bL�k%XZP0e�N_L�PS]���N,XZP�x�]_\�­ ÷ UÁP
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§h�*wJX�RjP�PQXZ^�R5ª�¹y­ � T�L�RTaT]_`bUJL±º�V�R5x�]_\SRÁRTLSP�N,VJuZX�LQeJXZ`J}�N,`iW�m�n�o aT]_`J`bRTajPQX�]_`=~�m"eJX�L�\SRT�*wJXZ\SRj^�Rj`iP
X�L�wbLQw�N,uZuZW
�2X�]_u�N,PSRTU	k�eb]���Rj��Rj\lk=]_`rPQebR�N_LSLQwJ^
[JPQX�]_`�PQe�N,P�\SRjV�]2]_PQXZ`J}ÁP�N,s�RTLMPQXZ^�R0u�]_`J}ÁRj`b]_wJ}te�PS]ÁU>\�N,XZ`�PQebR�`bRjPh��]_\Qs
xz\S]_^®]_u�U�[�N_a�s�RjPSL�¥Z­#l&R_¦�~�m"ebR�XZ`JXZPQX�N,ubLSRT�iwbRj`baTR"`*wJ^�V�Rj\SL@N,\SR{R5ÈJaSe�N,`J}�RTU
U>wJ\QXZ`J}�PQebR"PQeJ\SRTR5|���NlW�e�N,`bUJLQe�N,s�R
[Je�N_LSRt~
m"ebRÁLSRT�*wbRj`baTR�`iwJ^0V�Rj\
LQ[�N_aTR�wbLSRTU�XZ` m�n�o X�L I4� |�VJXZP�u�]_`J}b~�m"eJX�L0^�RlN,`bL�PQe�N,P�Ng�b`JXZPSRO`*wJ^�V�Rj\�],x

LSRT�*wbRj`baTRc`*wJ^�V�Rj\SL¼N,\SR�[�]tLSLQXZVJu�Rtk{N,`bUdx�]_\Om�n�o PS]�e�N,`bU>u�R�N,\QVJXZPQ\�N,\QXZuZWdu�N,\Q}�R�PQ\�N,`bLyxzRj\SL�k"PQebR�LSRT�*wbRj`baTR
`iwJ^0V�Rj\
LQ[�N_aTR�`bRTaTRTLSL�N,\QXZuZWG�{\�N,[bL
N,\S]_wJ`bU	~�m"ebR�LQuZX�U>XZ`J}r�{XZ`bUJ]l��LQXwvlR�alN,`J`b]_P�V�ROu�N,\Q}�Rj\0PQe�N,`Ye�N,u�x�PQebR
PS]_P�N,u%LSRT�*wbRj`baTR�LS[�N_aTRtk	]_PQebRj\Q�{X�LSR�N�\SRTaTRjXZ��Rj\���]_wJu�U�`b]_P�V�R�N,VJu�R�PS]¼U>X���Rj\SRj`*PQX�N,PSR
V�RjPh��RTRj`G`bRj�pN,`bU�]_u�U
UbN,P�N>~Áf�`Gx�N_ajPlk�LQXZ`baTR
PQebR�LSRj`bUJRj\�N,`bUG\SRTaTRjXZ��Rj\��{XZ`bUJ]l��L�alN,`�V�RO]_wJP0],x"[Je�N_LSRtkËPQebRO^ON7È2XZ^0wJ^ö�{XZ`bUJ]��
LQXwvlROX�L�Ngxz]_wJ\QPQeY],x�PQebROPS]_P�N,u"LSRT�*wbRj`baTROLQ[�N_aTRtk�X�~¦Rt~ÙØ�Ú
ÛOViW2PSRTLlk%]_\�­#iK��~Ïm"ebRO�{XZ`bUJ]�� LQXwvlR���Rju�U�XZ` PQebR
m�n�o®ebRlN_UJRj\�X�L�­Sy�VJXZPSL�u�]_`J}bk@N,uZu�]l�{XZ`J}��{XZ`bUJ]���L
wJ[ PS]�y N ±�� ¹zL�RTR�¬�XZ}b~ I º5~�m"eJX�L�^�RlN,`bL�PQe�N,P�PQebRj\SR
��]_wJu�U�V�R0N�uZXZ^
XZP�]_`cPQebR�[�]_PSRj`*PQX�N,uËPQeJ\S]_wJ}teJ[JwJP�],x�m�n�oÍaT]_`J`bRTajPQX�]_`bLlk�wJ`Ju�RTLSL�N�u�N,\Q}�Rj\��{XZ`bUJ]l�®LQXwvlR�alN,`
V�R�aT]_^
^�wJ`JX�alN,PSRTU	~­PËN,\Q}�Rj\��{XZ`bUJ]���LMN,\SR$`bRTRTUJRTUgx�]_\{u�N,\Q}�R$V�N,`bU>�{X�U>PQe=kbu�]_`J}�UJRju�NTWguZXZ`Js>Ll~.m"ebRj\SR5x�]_\SRtkbPS]
�buZu%LQwbaSe�u�N,\Q}�R�[JXZ[�RTLlk	N,`r]_[JPQX�]_`rx�]_\�L�alN,uZXZ`J}ÁwJ[rPQebR��{XZ`bUJ]l�pLQXwvlR0��N_L�XZ`*PQ\S]*U>wbaTRTU�N_LM[�N,\QP�],x�k�¬ÏnM­ I4�4I
§eÌ�È>PSRj`bLQX�]_`bL0xz]_\���XZ}teYoÏRj\yx�]_\Q^ON,`baTR5ª�¹zLSRTR|U2RTajPQX�]_`©z>~ � º°¥Z­ST � ¦�~ViMXZ��Rj`YPQe�N,P0PQebR�LSRT�iwbRj`baTRÁLQ[�N_aTRO�{\�N,[bL
N,\S]_wJ`bUYXZ`YN�PQXZ^�ROXZ`*��Rj\SLSRjuZW�[J\S]_[�]_\QPQX�]_`�N,u"PS]�PQebR�PQ\�N,`bLyx�Rj\0\�N,PSRtk�PQebRÁL�N,^�ROL�RjP�],x�R5È>PSRj`bLQX�]_`bL�XZ`bajuZwbUJRTU
N_UJU>XZPQX�]_`�N,u	[J\S]_PSRTajPQX�]_`�N,}iN,XZ`bLQP��{\�N,[J[�RTU¼LSRT�*wbRj`baTRM`iwJ^0V�Rj\SL"XZ`¼PQebR�xz]_\Q^�],x�N�PQXZ^�RTLQP�N,^
[cN_UJUJRTUÁPS]�RlN_a�e
LSRj}t^�Rj`*Pl~Ym"ebR¼PQXZ^�RTLSP�N,^
[bLON,\SR I4� VJXZP
u�]_`J}�Llk�N,`bU!�{ebRj`«N,[J[�Rj`bUJRTU!PS]�PQebR I4� VJXZP�LSRT�iwbRj`baTRÁ`*wJ^�V�Rj\
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FAST RETRANSMIT

Send "lost" segment

SLOW START

FAST RECOVERY
Inflate window by 1MSS 

Send new segment if
possible

Increase cwnd by 1MSS
for each new ACK

Reno, NewReno

CONGESTION AVOIDANCE
Increase cwnd by 1/cwnd for each

new ACK

Reno

NewReno

Non−duplicate ACK received

All data sent before entering
Fast Recovery are ACKed
set cwnd to sshthesh

Reno
Duplicate ACK received

NewReno
Duplicate or partial ACK
received

Retransmit Timeout
set cwnd to 1MSS

3 or more duplicate ACKs
received

set cwnd to 1MSS
Tahoe

3 or more duplicate ACKs
received

cwnd > ssthesh

 ssthresh to large value
set cwnd to 1MSS

START

for each duplicate ACK

set cwnd to flightSize/2+3MSS

¬�XZ}twJ\SR�l2ô�U*wJ^
^ON,\QW0],xbm�n�o�¥¦L�aT]_`J}�RTLQPQX�]_`
aT]_`iPQ\S]_u2^�RTaSe�N,`JX�LQ^�L%LSeb]l�{XZ`J}MPQebR�U>X��	Rj\SRj`baTRTL�V�RjPh��RTRj`
mÏN,eb]2Rtk
k�Rj`b]�N,`bU�ý�Rj��k�Rj`b]J~

Slow
Congestion

timeout

co
ng

es
tio

n 
w

in
do

w

time

ssthresh

Avoidance

Start

loss

loss

loss

ssthresh
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